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III. Application/End-User Security Recommendations
This section will provide application/end-user security recommendations. Provide specific courses of action along with any pertinent information about the recommendations. This section will include any network protocol or software as well as actions that the end-user must do.
Example
In addition to installing a new lock on the back door of the warehouse, there are policy recommendations that warehouse administration should implement. The most important policy recommendation is that the number of keys to the back entrance of the warehouse should be limited to only those that need it and in most cases only when they need it. As this is a secondary entrance, it is not necessary that all employees have a permanent key. The warehouse manager should have one key that he keeps at all times. Additionally, he should have access to a secondary key in the warehouse office that only he can access. This secondary key can be given on a temporary basis to employees who need to access the back entrance. Also, this secondary key should be given on a sign-out basis. Employees who are given the key should have their name noted in a log book. When they return it, another notation is made indicating such. This tracks who is responsible for the key at any given time, and should it go missing, will serve as a paper trail for who had the key last.
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